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Server

https:/localhost/openapi

https://localhost/open Explore
0.1 OAS3
Authorize a

Authenticates user access and returns a token used to authenticate other API

Authentication __ . . ..

v

POST /tokens Authenticate and authorize user access.

Parameters

No parameters

Request body 9"/
Example Value Model

{

"domain": "string",

https://localhost/apidocs/#/Project/getProject

Try it out

application/json
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"password": "string",
"username'": "string"
}
Responses
Code Description Links
200 on No links
application/json
Controls Accept header.
Example Value Model
{
"role": "role",
"domain": "domain",
"token": "token",
"username'": "username"
}
400 Failed to process request No links
application/json
Example Value Model
{
"code": "string",
"message": "string"
}
401 Cannot login due to invalid username or password No links
application/json
Example Value Model
{
"code": "string",
"message": "string"
}

https://localhost/apidocs/#/Project/getProject
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Code Description Links

500 No links

Cannot validate login credentials

application/json

Example Value Model

{
"code": "string",
"message": "string"
}
default on No links

application/json

Example Value Model

{
"role": "role",
"domain": "domain",
"token": "token",
"username": "username"
}
Informational AP!'s to retrieve static system information. v
GET /enums List server enumeration names and values.
Parameters Try it out
No parameters
Responses
Code Description Links
200 o No links
Controls Accept header.

https://localhost/apidocs/#/Project/getProject 3/30
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Storage Storage APIs to configure source and target storage endpoints. v
GET /storage-locations/ List all storage locations. a
Parameters Try it out
Name Description
skip _ . ;
integer Number of storage locations to skip before returning subsequent results.
(query) Default value : 0
limit _ _
. Maximum number of storage locations to return.
integer
(query) Default value : 500
includeAll . . .
boolean Whether to include storage locations that have been deactivated.
(query) Default value : false
Responses
Code Description Links

https://localhost/apidocs/#/Project/getProject 4/30
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Code
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Description

Links

200

400

500

StoragelLocations successfully retrieved

application/json

Controls Accept header.

Example Value Model

"ResultOffset'": 6,
"TotalResults'": 1,
"ResultLimit": 0,
"Timestamp": {},
"data": [

{

"accessKeyId": "accessKeyId",
"maxConcurrentScans": 2,

"bytesUsed": 2,

"s3Region": "s3Region",

"description": "description",

"type'": "BlackPearl",

"spectraMgmtEndpoint": "spectraMgmtEndpoint",
"path": llpathll s

"s3Endpoint": "s3Endpoint",

"retentionDays": 1,

"department": "department",
"maximumPackSize": "maximumPackSize",
"bytesAvailable": 1,
"offPeakFilesPerSecondScanLimit": "{}",
""'spectraDataEndpoint": "spectraDataEndpoint",
"spectraUsername'": "spectraUsername",
"created": {3},

"bytesTransferredIn": 5,
"filesTransferredOut": 3,

Numeric parameter values are not valid integers.

The search provider has been prematurely closed.

https://localhost/apidocs/#/Project/getProject

No links

No links

No links
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Code Description Links
default StoragelLocations successfully retrieved No links

application/json
Example Value Model
{

"ResultOffset": 6,

"TotalResults": 1,

"ResultLimit": 0,

"Timestamp": {},

"data": [

{

"accessKeyId": "accessKeyId",
"maxConcurrentScans": 2,
"bytesUsed": 2,
"s3Region'": "s3Region",
"description": "description",
"type'": "BlackPearl",
"spectraMgmtEndpoint": "spectraMgmtEndpoint",
"path": "path" B
"s3Endpoint": "s3Endpoint",
"retentionDays": 1,
"department": "department",
"maximumPackSize": "maximumPackSize",
"bytesAvailable": 1,
"offPeakFilesPerSecondScanLimit": "{}",
""spectraDataEndpoint": "spectraDataEndpoint",
"spectraUsername'": "spectraUsername",
"created": {1},
"bytesTransferredIn": 5,
"filesTransferredOut": 3,

GET /storage-locations/{storagelLocationName} Retrieve a storage location a
Parameters Try it out
Name Description
storageLocationName * "3 . _

. Name of storage location to retrieve
string
(path)
Responses
Code Description Links

https://localhost/apidocs/#/Project/getProject
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Description

Links

200

404

StoragelLocation successfully retrieved

application/json

Controls Accept header.

Example Value Model

"accessKeyId": "accessKeyId",
"s3Region": "s3Region",
"description": '"description",
"type'": "BlackPearl",

""spectraMgmtEndpoint": "spectraMgmtEndpoint",

llpathll: |lpath|l,

"s3Endpoint": "s3Endpoint",
"retentionDays": 1,

"department": "department",
"offPeakFilesPerSecondScanLimit": "{}",

""spectraDataEndpoint": "spectraDataEndpoint",

"spectraUsername'": "spectraUsername",
"created": {3},

"bytesTransferredIn": 5,
"filesTransferredOut": 3,

"active": true,

"lastAccess": {},
"peakFilesPerSecondScanLimit": "{}",
"packingType'": "None",
"bytesTransferredOut": 5,

"bucket": "bucket",

"connected": true,

"jsTarget": true,

"secretAccessKey'": "secretAccessKey",
"costPerTB": 7.0614014,

StoragelLocation not found

application/json

Example Value Model

{
"code": "string",
""message'": "string"

}

https://localhost/apidocs/#/Project/getProject

No links

No links
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Code Description Links

default No links

Storagelocation successfully retrieved

application/json

Example Value Model

"accessKeyId": "accessKeyId",
"s3Region": '""s3Region",

"description": "description",

"type": "BlackPearl",
""spectraMgmtEndpoint": "spectraMgmtEndpoint",
"path": |lpath|l s

"s3Endpoint": "s3Endpoint",
"retentionDays": 1,

"department": "department",
"offPeakFilesPerSecondScanLimit": "{}",
""'spectraDataEndpoint": "spectraDataEndpoint",
"spectraUsername'": "spectraUsername",
"created": {},

"bytesTransferredIn": 5,
"filesTransferredOut": 3,

"active": true,

"lastAccess": {},
"peakFilesPerSecondScanLimit": "{}",
"packingType": "None",
"bytesTransferredOut": 5,

"bucket": "bucket",

"connected": true,

"isTarget": true,

"secretAccessKey'": "secretAccessKey",
"costPerTB": 7.0614014,

PUT /storage-locations/{storagelLocationName} Create or update a storage location. a

Parameters Try it out

Name Description

storage LocationName * reduired

string Name of storage location to create or update

(path)

Request body """ application/json

Example Value Model

https://localhost/apidocs/#/Project/getProject 8/30
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Responses
Code Description Links
200 No links

StoragelLocation successfully updated

application/json

Controls Accept header.

Example Value Model

"accessKeyId": "accessKeyId",
"s3Region": ""s3Region",

"description": "description",

"type": "BlackPearl",
"spectraMgmtEndpoint": "spectraMgmtEndpoint",
"path" . "path" s

"s3Endpoint": "s3Endpoint",
"retentionDays": 1,

"department": "department",
"offPeakFilesPerSecondScanLimit": "{}",
"spectraDataEndpoint": "spectraDataEndpoint",
"spectraUsername'": "spectraUsername",
"created": {},

"bytesTransferredIn": 5,
"filesTransferredOut": 3,

"active": true,

"lastAccess": {},
"peakFilesPerSecondScanLimit": "{}",
"packingType": "None",
"bytesTransferredOut": 5,

"bucket'": "bucket",

"connected": true,

"isTarget": true,

"secretAccessKey'": "secretAccessKey",
"costPerTB": 7.0614014,

https://localhost/apidocs/#/Project/getProject 9/30
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Code

201

400

500

Swagger Ul

Description

StoragelLocation successfully created

application/json

Example Value Model

"accessKeyId": "accessKeyId",
"s3Region": '""s3Region",

"description": "description",

"type": "BlackPearl",
"spectraMgmtEndpoint": "spectraMgmtEndpoint",
"path" . |lpath|l s

"s3Endpoint": "s3Endpoint",
"retentionDays": 1,

"department": "department",
"offPeakFilesPerSecondScanLimit": "{}",
""'spectraDataEndpoint": "spectraDataEndpoint",
"spectraUsername": "spectraUsername",
"created": {},

"bytesTransferredIn": 5,
"filesTransferredOut": 3,

"active": true,

"lastAccess": {},
"peakFilesPerSecondScanLimit": "{}",
"packingType'": "None",
"bytesTransferredOut": 5,

"bucket": "bucket",

"connected": true,

"isTarget": true,

"secretAccessKey'": '"secretAccessKey",
"costPerTB": 7.0614014,

Bad Request

application/json

Example Value Model

{
"code": "string",
"message'": "string"

}

Server Error

application/json

Example Value Model

{

"code": "string",
"message'": "string"

}

https://localhost/apidocs/#/Project/getProject

Links

No links

No links

No links
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Code Description

default

Swagger Ul

StoragelLocation successfully updated

application/json

Example Value Model

"accessKeyId":
"s3Region": '"s3Region",
"description":
"type": "BlackPearl",

""spectraMgmtEndpoint": "spectraMgmtEndpoint",
"path": |lpath|l s

"s3Endpoint": "s3Endpoint",

"retentionDays": 1,

"department": "department",
"offPeakFilesPerSecondScanLimit": "{}",
""'spectraDataEndpoint": "spectraDataEndpoint",
"spectraUsername": "spectraUsername",
"created": {1},

"bytesTransferredIn": 5,
"filesTransferredOut": 3,

"active": true,

"lastAccess": {},
"peakFilesPerSecondScanLimit": "{}",
"packingType":
"bytesTransferredOut": 5,

"bucket": "bucket",

"connected": true,

"isTarget": true,

"secretAccessKey'": "secretAccessKey",
"costPerTB": 7.0614014,

"accessKeyId",

"description",

"None",

Links

No links

Project Project APIs to manage scans, archives and restores.

PUT /projects/scan/{projectName} Create or update a scan project.

Parameters

Name

projectName * reavired
string
(path)

required

Request body

https://localhost/apidocs/#/Project/getProject

Description

Name of scan project to create or update

Try it out

application/json
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Example Value Model

{
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

1

1,
"schedule": {

"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"

1,

Responses

Code Description Links

https://localhost/apidocs/#/Project/getProject
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Code Description Links
200 No links

Project successfully updated

application/json

Controls Accept header.

Example Value Model

{
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes'": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

]

}s
"schedule": {

"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"

1,

https://localhost/apidocs/#/Project/getProject

13/30



12/29/2020 Swagger Ul

Code Description Links

201 No links

Project successfully created

application/json

Example Value Model

{
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

]

I
"'schedule": {

"monthsOfYear'": [
"monthsOfYear",
"monthsOfYear"

1,

400 Bad Request No links

application/json

Example Value Model

{

"code": "string",
"message'": "string"

}

500 No links

Server Error

application/json

Example Value Model

{
"code": "string",
"message'": "string"

}

https://localhost/apidocs/#/Project/getProject
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Code Description Links

default Project successfully updated No links

application/json

Example Value Model

{
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

]

I
"schedule": {

"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"

1,

PUT /projects/archive/{projectName} Create or update an archive project.

Parameters Try it out

Name Description

projectName * reavired _ _
string Name of archive project to create or update

(path)

Request body "3V application/json

Example Value Model

{
"filter": {

https://localhost/apidocs/#/Project/getProject
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"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

1

1,
"schedule": {

"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"

Responses

Code Description Links

https://localhost/apidocs/#/Project/getProject
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Code Description Links
200 No links

Project successfully updated

application/json

Controls Accept header.

Example Value Model

{
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes'": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

]

}s
"schedule": {

"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"

1,

https://localhost/apidocs/#/Project/getProject
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Code Description Links

201 No links

Project successfully created

application/json

Example Value Model

{
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [
"includeDirectories",
"includeDirectories"

1,

"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"

]

I
"'schedule": {

"monthsOfYear'": [
"monthsOfYear",
"monthsOfYear"

1,

400 Bad Request No links

application/json

Example Value Model

{

"code": "string",
"message'": "string"

}

500 No links

Server Error

application/json

Example Value Model

{
"code": "string",
"message'": "string"

}

https://localhost/apidocs/#/Project/getProject
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Code Description Links
default Project successfully updated No links
application/json
Example Value Model
{
"filter": {
"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"
1,
"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"
1,
"minimumSize": "Any",
"minimumAge": "AnyAge",
"includeDirectories": [
"includeDirectories",
"includeDirectories"
1,
"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"
]
I
"schedule": {
"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"
1,
PUT /projects/restore/{projectName} Create or update an restore project.
Parameters Try it out
Name Description
projectName * e _
string Name of restore project to create or update
(path)
Request body """ application/json
Example Value Model
{
"schedule": {

https://localhost/apidocs/#/Project/getProject
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"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"

1,

"period": "Now",

"daysOfMonth": [

o,
(C]

1,

""'startMonth": 3,

"startDay": 5,

"startHour": 13,

"startYear": 7060,

"interval: 6,

"daysOfWeek": [
"daysOfWeek",
"daysOfWeek"

1,

"startMinute": 33

1

"workingDirectory": "workingDirectory",
"projectType'": "Restore",
"description": "description",

"artdivas +rina

Responses

Code Description Links

https://localhost/apidocs/#/Project/getProject
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Code Description

Links

200

Project successfully updated

application/json

Controls Accept header.

Example Value Model

{
"schedule": {
"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"
1,
""period": "Now",
"daysOfMonth": [
0,
¢}
1,
"startMonth": 3,
"startDay": 5,
"startHour": 13,
"startYear": 7060,
"interval": 6,
"daysOfWeek": [
"daysOfweek",
"daysOfWeek"
1,
"startMinute'": 33
I
"workingDirectory": "workingDirectory",
"projectType": "Restore",
"description": "description",
"active": true,

https://localhost/apidocs/#/Project/getProject

No links
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Code Description Links

201 No links

Project successfully created

application/json

Example Value Model

{
"schedule": {
"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"
1,
"period": "Now",
"daysOfMonth": [
0,
[}
1,
"startMonth": 3,
"startDay": 5,
"startHour": 13,
"startYear": 7060,
"interval': 6,
"daysOfWeek": [
"daysOfWeek",
"daysOfWeek"
1,
"startMinute": 33
3
"workingDirectory": "workingDirectory",
"projectType": "Restore",
"description": "description",
"active'": true,

400 Bad Request No links

application/json

Example Value Model

{
"code": "string",
"message'": "string"

}

500 No links

Server Error

application/json

Example Value Model

{
"code": "string",
"message'": "string"

}

https://localhost/apidocs/#/Project/getProject
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Code Description

default Project successfully updated

application/json

Example Value Model

{
"schedule": {
"monthsOfYear": [
"monthsOfYear",
"monthsOfYear"
1,
"period": "Now",
"daysOfMonth": [
0,
0
1,
"startMonth": 3,
"startDay": 5,
"startHour": 13,
"startYear": 7060,
"interval': 6,
"daysOfWeek": [
"daysOfWeek",
"daysOfWeek"
1,
"startMinute": 33
1,
"workingDirectory": "workingDirectory",
"projectType": "Restore",
"description": "description",
"active'": true,

Links

No links

GET /projects List projects.

Parameters

Name Description

skip
integer Number of projects to skip before returning subsequent results.

(query) Default value : 0

limit
. Maximum number of projects to return.
integer

(query) Default value : 500

https://localhost/apidocs/#/Project/getProject

Try it out
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Name Description
active . ' .
boolean Set to true to list only the active projects.
(query)
sortBy P . . .
string Specify which item to sort by. Default is to sort by created in descending order.
(query) Options: created |name
sortType . _ _ . .
string Specify sorting by project name as either ascending or descending. Default ascending.
(query) Options: ASC|DESC
filterBy
array[string] Specify the type of job to list. Can specify this parameter multiple times with different
(query) values. If not specified, all job types are retrieved. Options:
Scan | Archive | ScanAndArchive | Restore | RestoreBreadcrumb | BackupDb | ProjectDelete
Responses
Code Description Links

https://localhost/apidocs/#/Project/getProject 24/30
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Code Description Links
200 oK No links
application/json
Controls Accept header.
Example Value Model
{
"ResultOffset": 6,
"TotalResults": 1,
"ResultLimit": 0,
"Timestamp": {},
"data": [
{
"filter": {
"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"
1,
"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"
1,
"name": "name",
"description": "description",
"includeDirectories": [
"includeDirectories",
"includeDirectories"
1,
"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"
1,
400 Query parameters are not valid. No links
500 No links

https://localhost/apidocs/#/Project/getProject

The search provider has been prematurely closed.
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Code Description Links
default o No links
application/json
Example Value Model
{
"ResultOffset": 6,
"TotalResults": 1,
"ResultLimit": 0,
"Timestamp": {},
"data": [
{
"filter": {
"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"
1,
"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"
1,
"name": "name",
"description": "description",
"includeDirectories": [
"includeDirectories",
"includeDirectories"
1,
"includeFileTypes": [
"includeFileTypes",
"includeFileTypes"
1,
GET /projects/{projectName} Retrieve a project
Parameters Try it out
Name Description
projectName * e _ .
. Name of the project to retrieve
string
(path)
Responses
Code Description Links

https://localhost/apidocs/#/Project/getProject
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Code Description Links

200 No links

Project successfully retieved

application/json

Controls Accept header.

Example Value Model

"workingDirectory": "workingDirectory",
"projectType": "Scan",
"description": "description",
"active": true,
"restoreManifest": "restoreManifest",
"targets": [

"targets",

"targets"

1,

"tags": [
lltagsﬂ’
|ltags|l

1,

"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",
"excludeFileTypes"

1,

"minimumSize": "Any",

"minimumAge": "AnyAge",

"includeDirectories": [

400 No links

Query parameters are not valid.

404 No links

Project not found

application/json

Example Value Model

{

"code": "string",
"message": "string"

}

500 No links

The search provider has been prematurely closed.

https://localhost/apidocs/#/Project/getProject
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Code Description

default Project successfully retieved

application/json

Example Value Model

"workingDirectory": "workingDirectory",
"projectType": "Scan",
"description": "description",
"active": true,
"restoreManifest": "restoreManifest",
"targets": [
"targets",
"targets"
1,
"tags": [
lltagsﬂ’
|ltagsll
1,
"filter": {

"excludeDirectories": [
"excludeDirectories",
"excludeDirectories"

1,

"excludeFileTypes": [
"excludeFileTypes",

"excludeFileTypes"
1,
"minimumSize": "Any",
"minimumAge": "AnyAge",

"includeDirectories": [

Links

No links

Models

api.Credentials

api.Token

server.RequestError

https://localhost/apidocs/#/Project/getProject
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api.storagelocation

api.peakTimeSchedule

api.storagelLocation.SpectraNas

api.storagelocation.Nas

api.storagelocation.BlackPearl

api.storagelLocation.AmazonS3

api.storagelLocation.MSAzure

api.project

api.project.Archive

api.project.Restore

api.project.Scan

api.project.Filter

api.project.Schedule

https://localhost/apidocs/#/Project/getProject 29/30
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api.project.Status

api.StoragelLocationPaginator

api.ProjectPaginator

https://localhost/apidocs/#/Project/getProject 30/30



